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Monitoring in the future intelligent power grids, 
called Smart Grids, is a critical task for the proper 
operation and surveillance of the infrastructure. On 
the other hand, open source systems are being 
progressively applied in R&D activities. This paper 
presents the utilization of the open source library 
Libnodave to communicate a programmable logic 
controller with a monitoring system through a 
TCP/IP network. The obtained results prove the 
feasibility of the proposal to be applied in the Smart 
Grids scenario. 
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Smart Grids (SG) emerge as consequence of 
digitalization of traditional power grids and 
constitute the future enhanced networks based on 
distributed generation and distribution as well as 
penetration of renewable energy sources [12]. These 
infrastructures require advanced sensing, monitoring, 
control and communications. Indeed, SG are 
considered as a special type of Cyber-Physical 
System derived from the convergence of Information 
and Communication Technologies (ICT) and energy 
systems [6]. 
 
The capability of monitoring everything from power 
plants to consumer preferences is one of the main 
characteristics of SG [1]. In particular, proper 
monitoring implies an effective and reliable data 
exchange between control units and supervisory 
systems. The prevalent device for control and 
automation are Programmable Logic Controllers 
(PLC), which are configurable electronic devices 
hardened for industrial conditions. 
 
In SG scenario, open source systems are an ever-
increasing trend as demonstrated by scientific 
publications. For instance, open source hardware 
devices like Arduino boards are applied to acquire 
signals from sensors in [2, 5, 23]. Concerning 
monitoring tasks, in [12] open source software, 
namely Easy Java/Javascript Simulations (EJS) is 
used to visualize real-time information of a Smart 
MicroGrid (SMG) operation. Other interesting 
examples can be found in [9]. 
 
This paper reports the usage of an open source 
library, Libnodave, to implement a TCP/IP interface 
in order to connect a PLC and a Visual Basic (VB)-
based monitoring system. 
 
This work is a part of a R&D project about SG, 
namely regarding the deployment of a SMG and the 
creation of its digital replica. In this sense, the 
monitoring of physical equipment is a critical task for 
the correct operation, but also the main resource for 
data gathering. This data is the core of the digital 
replica, which is a simulation environment that 
accurately represents the dynamics of the real-world 
system [22]. 
 
This way, the developed interface is a stage to 
evaluate the feasibility of using open source systems 
to achieve proper data exchange and monitoring for 
the innovative scenario of SG/SMG. 
 
The structure of the rest of the paper is as follows. 
Section 2 gives an overview of the involved 
elements. The third section deals with the developed 
interface, describing the functions provided by the 
open source library as well as the interconnection of 
the elements. The obtained results are reported in 
Section 4. Section 5 describes briefly an 
experimental SMG where the interface will be 
applied. Finally, the main conclusions are expounded 




Visual Basic (VB) is an object-oriented programming 
language of Microsoft widely used to design 
Graphical User Interfaces (GUI) executed in PC. 
Indeed, it has also been applied to implement 
monitoring systems for renewable energy-based 
facilities [16, 20].  
 
Libnodave is an open source library that enables the 
communication between PLC of manufacturer 
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Siemens and various programming languages such as 
VB, C, C++, C#, Delphi and Pascal. It can be used 
both for operative systems Microsoft Windows and 
Linux, which is an important feature given the wide 
heterogeneity of systems and equipment in 
automation networks [3, 26]. Recent publications 
dealing with cybersecurity issues have used such a 
library [17, 21], emphasizing its relevance in the 
automation and monitoring arena. 
 
TCP/IP stands for Transmission Control 
Protocol/Internet Protocol, which is a family of 
protocols for communication over the network. TCP 
corresponds to the fourth level of the OSI model, e.g. 
transport layer, whereas IP is placed in the third 
level, the network layer. TCP/IP networks provide 
reliable data communication and are becoming the 
standard means for interconnection in both office and 
automation environments [4]. In these networks, 
information is shared between different nodes like 
computers, automation units, smart sensors and 
actuators, and so forth.  
 
Concerning automation units, PLC are focused on 
industrial infrastructures which must operate reliable 
for decades [25], so they are highly configurable and 
hardened for industrial scenarios and, even, their 
lifetime is in the range of decades. Moreover, PLC 
are being introduced also in the challenging paradigm 
of Industry 4.0 [4, 7, 11, 13, 18, 19, 24]. In addition, 
their reliable and stable behaviour promote their 
application out of the scope of typical industrial 
facilities. In fact, recent examples of PLC-controlled 
infrastructures can be found in the domain of 
advanced industrial manufacturing [19, 24], 




3 DEVELOPED INTERFACE 
 
The block diagram depicted in Figure 1 illustrates the 
developed system. On the one hand, a monitoring 
system is implemented using VB, which runs in a 
PC. Its communication with a Siemens PLC is 
enabled by the library Libnodave. A TCP/IP network 
is used for data exchange between both nodes. The 
PLC corresponds to the S7-1200 series, a mid-range 
CPU with powerful capabilities, modular design and 
embedded Ethernet connectivity. In fact, a 
remarkable issue is that this series of PLC is not 
supported by the library according to the available 
information of its webpage [15]. 
 
The environment Microsoft Visual Studio has been 
chosen to manage the project of VB. The connected 
PLC corresponds to the model S7-1214. Concerning 
this device, TIA Portal V13 has been required to 
program the PLC code. It must be noted that the 
library Libnodave must be added to the Visual Studio 
project in order to use it. 
 
 
Figure 1: Block diagram of the implemented system 
 
The Libnodave library includes the following 
functions: 
 
• daveOSserialType, to establish the 
input/output channels in the operative 
system,  
• openSocket, to create a TCP/IP connection 
with the device, 
• daveInterface, to store the properties of a 
network of PLC, 
• daveConnection, to store the characteristics 
of a particular PLC, 
• daveReadBytes, to read bytes of data from a 
PLC memory, 
• daveWriteBytes, to write bytes of data in 
memory or outputs of a PLC. 
 
As a sample of the implemented code, some 
instructions are now given. To begin with, the 
TCP/IP connection is established through this code: 
 
Public Function Conectar(Optional ByVal Puerto 
As Integer = 102, 
                             Optional ByVal IP 
As String = "192.168.0.1", 
                             Optional ByVal Rack 
As Integer = 0, 
                             Optional ByVal Slot 
As Integer = 1) As Boolean 
 
To implement write operations, e.g. to send data to 
the PLC memory from the user interface, the 
following instructions have been programmed: 
 
Public Function EscribirBytesDB(ByVal NumDB As 
Integer, _ 
                                ByVal Dir As 
Integer, _ 
                                ByVal NumBytes 
As Integer) As Boolean 
        Dim Respuesta As Integer 
 
        Respuesta = 
daveConex.writeBytes(libnodave.daveDB, NumDB, 
Dir, NumBytes, BufferEscritura) 
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        If Respuesta = 0 Then 
            Mensaje = "Escritos " & NumBytes & " 
bytes a partir de la dirección " & _ 
                      Dir & " en el DB " & NumDB 
            EscribirBytesDB = True 
        Else 
            Mensaje = "Error al escribir " & 
NumBytes & " bytes a partir de la dirección " & 
_ 
                      Dir & " en el DB " & NumDB 
            EscribirBytesDB = False 
        End If 
 





Once the configuration and programming of the 
involved nodes was accomplished, the obtained 
results allowed data exchange between the PLC and 
the monitoring system. The most illustrative screens 
of such monitoring system are provided in this 
section. It must be remarked that this system has 
been built as simple as possible in order to share 
information and test the suitability of the open source 
library and VB. Nevertheless, in further works the 
powerful functionalities of VB will be handled for an 
intuitive representation of the data. 
 
Firstly, the overview of the main screen of the 
interface is shown in Figure 2. As it can be observed, 
it is composed by different sections, each one 
dedicated to perform certain operations that are 




Figure 2: Main screen of the VB-interface 
 
The TCP/IP connection parameters are configured 
through the following options: IP address, port, rack 
and slot. This way, the PLC is completely identified 
and the user is able to establish the connection 
between the nodes. The part of the interface devoted 




Figure 3: Configuration of TCP/IP parameters 
 
Reading operations enable the visualization of data of 
the PLC, namely, the input signals and memory 
positions (data blocks and marks) can be observed in 




Figure 4: Section for read operations 
 
To carry out write operations, the user can choose the 
data blocks and marks of the PLC memory as well as 




Figure 5: Section for write operations 
 
Finally, a section of the interface is devoted to 
display in a table format the values that have been 
read and written from/in the PLC for a rapid 




Figure 6: Table to illustrate read/write operations 
 
On the view of the developed system, an effective 
data exchange between the PLC and the VB-based 
monitoring system can be established via a TCP/IP 
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5 SMG DESCRIPTION 
 
As it was mentioned in the Introduction, the 
developed interface is envisioned to be applied for 
SG/SMG. In particular, a SMG within a R&D project 
is the environment of further application. This SMG 
is briefly described in this section. 
 
The SMG integrates electrical generation through 
monocrystalline photovoltaic (PV) modules and a 
hydrogen fuel cell (FC) with consumption by means 
of a hydrogen electrolyzer (HE) and loads. A lithium-
ion battery acts as short-term energy storage to host 
the electrical flows between the aforementioned 
components. On the other hand, a set of hydrogen 
bottles store the hydrogen produced by the HE and 
feed it to the FC. The main goal of this micro-grid is 
to supply the loads using the photovoltaic modules 
and to generate hydrogen if there is available 
photovoltaic energy. In the opposite situation, if there 
is no solar irradiance, the accumulated hydrogen is 
used by the FC to fulfil the demand of the connected 
loads. To handle these energy flows and interactions, 
a set of sensors and actuators (S/A) as well as an 
automation system have been deployed. In addition, a 
monitoring system is required to supervise the proper 
operation of the SMG. Figure 7 depicts the block 




Figure 7: Block diagram of the SMG where the 




SG are innovative networks of distributed power 
sources and consumers that impose the collection, 
processing and visualization of large amount of data. 
Hence, monitoring systems are a vital part of SG. 
Given this scenario, this work has presented the 
development of a monitoring system using VB and 
the open source Libnodave. The latter one is a free 
software tool for different programming languages 
that provides deep configuration capability and, 
facilitates the deployment of monitoring 
systems/interfaces.  
 
In fact, the proposed system is framed in a R&D 
project about the implementation of a SMG based on 
renewable energy and its digital replication, which 
relies in massive data retrieving, being the 
monitoring system a crucial element. 
 
Particularly, information from a Siemens PLC has 
been successfully shared with the monitoring system 
through a TCP/IP communication network. 
 
Future works include the exchange of data with a 
network of PLC and also the visualization of 
analogue signals through graphical charts. 
Cybersecurity issues will also be studied given the 
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